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Abstract

Digital transformation has become a priority for SMEs (Micro, Small and Medium
Enterprises), including BPRBCo (Bank Perekonomian Rakyat), to remain competitive
amidst rapid technological developments. Information security is a critical aspect in this
process, which requires a systematic and standardized approach. Previous research
emphasizes the importance of ambidextrous (hybrid traditional and agile) information
security management for large-scale banks as one of the seven key mechanisms for
successful digital transformation, namely data management and information security.
However, this approach has not proven effective for small-scale banks such as BPRs. This
research aims to design an information security management system (ISMS) based on I1SO
27001:2022, with a focus on the readiness of BPRBCo SME in facing digital
transformation. This research adopts the five stages of Design Science Research (DSR),
namely problem identification, requirement specification, design and development,
demonstration, and evaluation. Data was collected through semi-structured interviews
and document analysis, then analyzed using the 1ISO 27001:2022 SMKI framework. After
risk analysis and mapping against previous study references, PDCA and Annex controls
were found to be prioritized for BPRBCo. The results of this study developed an IMS
framework specifically designed to meet the needs of SMEs, with a focus on the SME
Focus Area. The DSR method enables the creation of practical solutions, based on an
iterative cycle that combines theory and practice to produce optimal results. The resulting
ISMS framework is then evaluated to assess the extent to which this design affects
BPRBCo's readiness to obtain 1SO 27001:2022 certification, as well as its impact on
improving information security during the digital transformation process. This research
also provides implementation recommendations by integrating three main aspects:
people, process, and technology.

Keywords: BPR, Digital Transformation, Information Security Management System,
SMEs, 1SO 27001:2022, Design Science Research

1. Introduction

The rapid development of technology has affected various aspects of life,
including how individuals, organizations and governments convey information
accurately, effectively and efficiently [1]. In the context of significant technological
advancements, digital transformation (DT) has become a major force driving
significant changes in various industry sectors [2]. DT is ”A fundamental change
that can occur in the application and utilization of digital technology into the
resources of an organization with the main objective of improving the performance
of an organization and can increase improvements for the organization” [3]. DT
involves more than just the application of technology; it includes fundamental
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strafegies and business models aimed at improving
he “previous research identified 28 information
sms that influence:DT, consisting of 6 structures, 17

efficiency, and security of customer data in every service provided [6]. Currently,
many companies in various industries, including the banking industry, are driven to
implement IT in their digital transformation efforts to maintain data integrity [7]. In
other literature, it is stated that digital transformation also has the potential to affect
organizational performance [8]. Additionally, previous studies have underscored the
critical role of IT services [9], IT risk management [10], information security [11],
and DevOps practices [12] in facilitating digital transformation within major banks,
incorporating key aspects from the COBIT 2019 framework. Additionally, similar
research has been conducted in other sectors of the financial industry, focusing on
information security governance in insurance firms [13], [14] and fintech companies
[15]. The influence also hypothetically relevant for SMEs in the financial industry,
such as rural banks (BPRs). While IT offers great potential in supporting TD, there
are also significant risks, especially related to information security [16]. Information
security has a very significant role in the running of a company's services, because it
involves many aspects such as privacy, integrity, and customer confidentiality [17].
Cyberattacks are now considered one of the most dangerous threats to the world, so
companies need to take strategic steps to avoid the impact of possible risks [18]. In
a company, the success of digital transformation is not only seen from the
application of the latest technology, but also depends on the company's ability to
prevent and overcome cyber threats that are increasingly sophisticated and diverse.
Findings in previous research indicate that four ambidextrous ISMS mechanisms
(board and executives, strategy and architecture, data and information, and internal
and external collaboration) greatly affect organizational performance, which is
mediated by digital transformation [19]. The potential for strategic implementation
of ambidextrous information security management systems (ISMS) in the banking
sector, by balancing the exploration and exploitation of digital initiatives, can
improve organizational performance and competitiveness in the evolving digital era
[20].

ISMS is “A process that is structured based on a business risk approach to plan,
implement, review and monitor, and maintain corporate information security* [21].
ISMS is not enough if it is only done from a technical perspective, but also requires
risk analysis and management to get an overview of the various risks that may arise
in the organization [22]. SMEs have the potential to be able to adopt information
system security in the course of their business.The increased adoption of digital
technologies by enterprises has led to a rise in cyberattacks across sectors. one of
them, SMEs, which tend to be more vulnerable than large companies due to limited
access to digital technology resources and skills[23], [24]. In addition, as business
models shift to the online space, many companies and organizations continue to
neglect cybersecurity and are continuously viewed as targets, especially SMEs [25].
In OJK Regulation No. 7 of 2024 concerning Rural Banks (BPR), it is stated that
BPR or Syariah Rural Banks (BPRS) are established based on changes in the
business license of Microfinance Institutions (MFIs) to BPR or BPRS [26].

The ISO/IEC 27000 series is a standard for information security management
systems (ISMS) that will help an organization stay up to date and adapt to all
changes in the information security environment [27]. This research will focus on
the use of ISO/IEC 27001. ISO /IEC 27001 is an international standard prepared for
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and can

ISO 2700126822 clause prmrltlzed for the ﬁlgliﬁf transformation of SMEs and aims
ithe research questions as follows; ““How is the preparation of
recommendations for information security management system solutions based on
the results of the assessment gap analysis on the scope of the 1SO 27001: 2022
clause prioritized for the digital transformation of SMEs?”. How is the design of an
information security management system based on the priority 1SO 27001: 2022
clauses for the digital transformation of SMEs?” This research produces a draft
recommendation for an information security management system solution that
complies with the 1SO 27001: 2022 standard for BPRs by considering aspects of
applicable financial regulations.

2. Research Methodology

In this research, researchers adopted the Design Science Research (DSR)
framework. DSR provides a systematic guide for understanding, conducting, and
evaluating research in the context of information system design. With this approach,
researchers can effectively define research performance and create innovative
solutions that are relevant and practical [29]. Figure 1. Design Science Research
adopted from Hevner [29] is a conceptual model in this research.
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Figure 1. Design Science Research adopted from Hevner [29]

Figure 1. Design Science Research adopted from Hevner [29] represents the
conceptual model of the framework based on Hevner's concept, which consists of
three main elements: environment, Information System (IS), and knowledge base
[29]. This model is designed to assist researchers in defining problems, identifying
relevant factors, and forming clear relationships to facilitate mapping the core of the
problem.

2.1. Research Process

This research applies a systematic process to see and analyze which strategies
work best to address the need for a robust information security management system
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01: 2 and supports the digital transformation
i‘consists of a number of several structured steps that
create solutions, *and evaluate results to achieve
essshows the research process.
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Figure 2. Research Process

This research divides the research design process into 5 stages.

a) Problem Explanation
At to this point, it starts by identifying problems by reading previous research or
others regarding the application of I1SO 27001: 2022 in organizations, ISO 27001:
2022 as best practice, comparison of international standards COBIT 2019
Information Security Focus Area and NIST SP 800-53, national information security
management regulations, and internal BPRBCo company documents. After that, a
problem formulation is formed from the researcher, setting objectives, and research
limitations. After all stages are completed, verification will be made to the supervisor
regarding the activities that will be carried out during this research.

b) Determination of Need
Determine the priority of clauses and annexes based on digital transformation for
assessment with organizational conditions then, make a list of questions based on the
prioritization of clauses and annex of 1SO 27001: 2022 for research needs which will
later be used for interview needs to source. After that, a risk analysis assessment is
carried out from the results of the selected clauses and annex based on the results of
the previous interview and selected to be used as recommendations. The last process
is to determine recommendations for selected clauses and annexes according to the
types of people, process, and technology aspects.

c) Design and Manufacture
At this stage, the design of the information security management system is carried
out in accordance with the clauses and annex selected from the previous assessment
results. Improvement recommendations based on three aspects of people, process,
and technology

d) Demonstration
The design of the estimated time of implementation of recommendations in
accordance with the selected annex clauses and analyzed its effect on certification
preparation.

e) Evaluation
There are four stages of testing performed to evaluate how well the offered solution
solves the problem. First, testing ensures that the data is valid. Next, the research
findings determine how effectively the solution can be implemented and used by the
organization. Finally, the findings are used as a basis for the organization to
implement a data security management system.
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8 carried out at the BPRBCo object is one of the
to obtain the information needed to achieve the
3 i rocess is carried out in two ways,
g interviews offline and online. In
a roadmap t‘hat has been prepared by researchers in tollectmg data at BPRBCao.

Table 1. Primary Data
Date & Duration Interviewee Topic
head of IT and Introd_uctl_on to the organization starting from_the
head of organ_lzatlonal structgre,_condltlons, m_fo_rmatlon
. . security of the organization, and explaining the
regional office e
purpose and objectives of the research.
head of IT and | Understand the detailed business processes of the
head of organization as well as retrieve data through
regional office | documents.
collecting data through documents and interviews

March 21, 2024
(10.00 — 15.00)

March 22, 2024
(10.00 - 15.00)

April 3, 2024

(09.00 — 14.00) head of IT related to the assessment of the annex clause.
June 27, 2024 head of IT collecting data through documents and interviews
(09.00 — 12.00) related to the assessment of the annex clause.
July 07, 2024 head of IT interview on risk analysis for the company and
(09.00 — 14.00) draft recommendations.

Secondary data is data collected and published by the subject. This data is
obtained directly from research subjects such as Company databases, related
documents, and related literature. Researchers use secondary data to assist in the
assessment process. The secondary data used in this study consists of the data in

Table 2. Secondary Data. Interviews were carried out until no further significant
insights emerged, indicating data saturation. This was ensured by performing
several iterations of interviews to comprehensively explore the subject matter [30].

Table 2. Secondary Data
Data Type Data
Audit Report
Annual report
Strategy Plan Document
Policy Documents and SOP
Organizational Structure
Technical Guidance Document

Secondary Data

The researcher also used a thematic analysis approach in this study. Thematic analysis
provides a more structured framework, which is appropriate for data analysis in case
study and design science research [31]. In addition, since it is based on a case study, the
case study method is an appropriate choice to use in the research because it uses the main
research question of how or why it happened, requires little time to control the events
under study, and the research focus is a contemporary phenomenon [32].

3. Result and Discussion

In this section, researchers assessed the prioritization of annex clauses, followed by
making risk analysis, designing recommendations, creating a roadmap from the results of
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i réggommendations on ISMS, to the results of

ng- 1ISO 27001: 2022 clauses and

2and annex controls using 3 aspects,
namely POJK Regulation SEOJK No. 75 [33] and'POJK No. 7[26], ISMS Research
for SMEs [17] [34], and Previous Research [5], [7]. After analyzing the three
aspects, the weight of the three aspects was accumulated. The researcher takes a
weight of 100 with clauses that qualify from all three aspects.

3.2. Conformity Assessment with Priority Clauses and Annexes
After prioritizing, then assessed the existing conditions of the clauses and
annexes that have been selected, the assessment is carried out from document data
that has been obtained previously and the results of interviews from BPRBCo
interviewees.
Table 3. Current Grade Level

Value Description
N/A This condition is used when a particular annex clause or control is
not relevant to the organization's environment or operations.
1 Fully | The organization has fulfilled the requirements of the Clauses and

Annexes and has been properly implemented according to 1ISO
27001:2022 guidelines.

0 None | The organization has not fulfilled the requirements of the Clauses
and Annexes and has not been properly implemented according to
ISO 27001:2022 guidelines.

The following is the Existing condition of the company based on the main clauses of
ISO 27001: 2022 which have been prioritized:

a) Assessment (1). 4.1 understanding the organization and it’s context, 4.2
understanding the needs and expectations of interested parties, 6.1 actions to
address risks and opportunities, 7.5 documented information, 8.1 operational
planning and control, 5.2 information security roles and responsibilities, 5.9
inventory of information and other associated assets, 5.12 classification of
information, 5.19 information security in supplier relationships, 5.20
addressing information security within supplier agreements, 5.30 ICT
readiness for business continuity, 5.31 legal, statutory, regulatory and
contractual requirements, 6.2 terms and conditions of employment, 6.6
confidentiality or non-disclosure agreements, 7.5 protecting against physical
and environmental threats, 7.11 supporting utilities, 8.14 Redundancy of
information processing facilities, 8.21 security of network services, 8.34
protection of information systems during audit testing

b) Assessment (0). 6.3 planning of changes, 7.1 resources, 7.2 competence, 9.1
monitoring, measurement, analysis and evaluation, 5.22 monitoring, review
and change management of supplier services, 8.6 capacity management, 8.16
monitoring activities, 8.32 change management.

3.3.Risk Analysis

After assessing the current condition of the organization based on ISO 27001:
2022, prioritization will be carried out again using probability and impact analysis.
This prioritization is carried out to determine the clauses and annex controls that
will later be given recommendations. In Table 4. Probability Criteriabelow are the
criteria for the probability of risks that will occur in the company.
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robability Criteria [35]

scription _|. Value Fr_quency of
il incidence
Risks iBrtain to happen . 5 < 7 months
High ptghability of risk 4 7 - 12 months
Risks occur sometimes -3 1 — 3 years
Unliﬁ"ely Risks are rare 2 3 — 5 years
Rare Risk is very rare 1 > 5 years

Table 4. Probability Criteria explains the criteria of the existing probability, for
the frequency criteria are divided into 5, namely, certain, likely, possible, unlikely,
rare [35]. Furthermore, in Table 5. Impact Criteria [35] explains the description and
criteria of impact.

Table 5. Impact Criteria [35]

Criteria Description Value
Critical | Risks that occur are very disruptive to organizational activities 5
and cause the entire business operation to stop.
High The risks that occur begin to disrupt organizational activities and 4
interfere with application operations, leading to obstacles.
Medium | The risks that occur begin to disrupt some organizational 3
activities and hinder the smooth operation of the application.
Low Risks that occur slightly disrupt organizational activities and 2
slightly hinder application operations.
Very Risks that occur do not impact organizational activities and 1
low application operations.

In Table 5. Impact Criteria [35] explains the criteria for existing impacts, there are
5 impact criteria, namely critical, high, medium, low, very low. In Error!
Reference source not found.the following is a risk matrix of probability and
impact.
Table 6. Risk Matrix

Probability Risk impact

values I;/V\fr({) Low (2) | Medium (3) | High (4) | Critical (5)
Rare (1) Low Low Low Low Medium
Unlikely (2) Low Low Medium Medium High
Possible (3) Low Medium Medium High High
Likely (4) Low Medium High High Extreme
Certain (5) Medium | High High Extreme Extreme

The lowest score from the calculation of probability and impact is 1 and the
spread score is 25. The score from the assessment is calculated by the formula.
Score = probability x impact [35] (1)

Table 6. Risk Matrix calculations obtained values 1 to 4 get low risk values,
values 5 to 9 get medium risk values, values 10 to 16 get high risk values, and
values 17 to 25 get extreme risk values. In

Table 7. Risk Analysis Results using probability and impact indicators based on
the results of unmet clauses and controls.

Table 7. Risk Analysis Results

Clause/Annex Impact level Probability level Risk score
6.3 Planning of changes Medium (3) Unlikely (2) Medium (6)
7.1 Resources High (4) Likely (4) High (16)
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* Impact level Probability level Risk score
7.2 Co High (4) Likely (4) High (16)
9.1 Mo i G TIT .
analysis ; High (4) Un__hk_ely (2) Medium (8)

5.22 Monit

nagement of supplier | High (4) Likely (4) High (16)
services -
8.6 Capacity management High (4) Unlikely (2) Medium (8)
8.16 Monitoring activities Critical (5) Likely (4) Extreme (20)
8.32 Change management Medium (3) Possible (3) Medium (9)

The research took high and extreme risk levels to provide recommendations
based on 3 aspects (people, process, technology).

3.4. Design of Information Security Management System (ISMS)

Designing an ISMS that aims to improve organizational readiness in the face of digital
this design, relevant controls are used as a reference for achieving the ISMS. This design
involves three main aspects: people, process, and technology.

Table 8. Recommendation Aspects

Clause/Annex Aspect
7.1 Resources People & Process
7.2 Competence People & process
5.22 Monitoring, review and change management of supplier | People & Technology
services
8.16 Monitoring activities People & Technology

a. People Aspect Design. The people aspect provides six recommendations, including
one recommendation for roles by adding new roles so that the handling of information
system security becomes more specific, two responsibilities to add more specific
responsibilities to each role, and three recommendations for skills and awareness to
increase competencies owned while increasing awareness of ISMS.

b. Process Aspect Design. Produces one recommendation on the process aspect, namely a
policy recommendation that can simultaneously handle the recommendations in 2
clauses, making policies so that there are guidelines in the IT team recruitment system.

c. Technology Aspect Design. Produce two recommendations, namely one
recommendation for tools to be able to assist in the evaluation system in supplier
management, and one recommendation for features to be able to assist in the
monitoring process to be more effective and efficient.

3.5.Roadmap Recommendations Implementation Design
Roadmap in this context refers to the planned schedule and implementation strategy of
the proposed recommendations.

Table 9. Recommendation Roadmap

Activity Time Period (2024)
Q1 Q2 Q3 Q4
1123|456 |78]9]10]11]12

7.1 Resources P
7.2 Competence PP
5.22 Monitoring, review and
change management of supplier P|{P|P|P|P
services
8.16 Monitoring activities P PIP|P|P
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effective the solution was in solving the problem [36] The evaluation of this research was

carried out in four stages.

a) Credibility. The credibility of this research is guaranteed through several important
steps taken during the research process related to the implementation of I1SO
27001:2022. First, data collection to the object. Second, the validation process. Third,
validation by an 1SO 27001:2022 expert and supervisor, who provides verification of
the suitability and validity of the methods and results obtained.

b) Transferability. The transferability of this study was tested by presenting a detailed
description of the context of BPRBCo. Data came from document analysis and
employee interviews with 1ISO 27001:2022 guidelines. Risk registers were created to
assess the risk of each clause and control. For a structured implementation, a four-
guarter recommendation schedule was designed that provides step-by-step guidance
for the company.

c) Dependability. The research data was collected from employee interviews and analysis
of company documents, providing a comprehensive understanding. After analysis, the
research was validated by ISO 27001:2022 organizations and experts, in addition to
being tested by examiners who provided critical analysis and different perspectives.

d) Confirmability. The process began with data collection from credible sources, such as
employee interviews and analysis of internal BPRBCo documents, followed by
validation by the organization. The research was also validated by 1SO 27001:2022
experts and supervisors, who provided valuable assessments and suggestions, as well
as examiners who offered additional analysis and perspectives.

3.7. Discussion

Information security for BPR is very important, especially when digital transformation
(DT) is taking place. This research contributes to the existing body of work on the
banking and insurance industry in Indonesia [7], [20]. Previous studies have shown how
traditional and adaptive IT governance mechanisms impact organizational performance
and digital transformation in these industries [7]. In addition, a case study on a large
Indonesian bank, BRI, found seven ambidextrous ITG mechanisms that are critical for
successful digital transformation [20]. An additional study emphasized that information
security is critical to successful digital transformation. This study emphasizes that
effectively managing digital (exploration) and IT (exploitation) strategies is critical to
improving performance in digital transformation projects [19].

This study confirms that effective implementation of information security, especially
with the 1SO 27001 standard, is critical to the success of digital transformation in SMEs
such as BPRs. This is consistent with interview participant 1's statement, “Information
security in BPRs is important, especially because it is required by regulation,” [37], which
emphasizes the regulatory obligations in its implementation.

BPRBCo faces challenges in implementing hybrid information security due to limited
human and financial resources. However, with the right approach, which combines agile
methodologies for rapid response and traditional approaches for operational stability,
BPRBCo can improve its information security efficiency and resilience. This research
shows that a flexible approach based on ISO 27001 can be adapted in organizations with
limited resources, making flexibility in information security key to successful digital
transformation and improving BPRBCo's competitiveness in the digital era.
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BPRBCo, the researcher obtained several clauses and
security planni af‘BPRBCo for digital transformation.
which have been prioritized with 3
i 19 probability and impact indicators,
resulting in 4 main controls in 1SO 27001: 2022. Thére are People controls and Physical
controls that have met the requirements based on ISO 27001:2022, while in
Organizational controls and Technology controls there are still some sub-controls that
have not met the requirements of ISO 27001:2022. There are clause 4 Context of the
Organization and clause 8 Operation that have met the requirements based on ISO 27001.:
2022, while clause 6 Planning, clause 7 Support, clause 9 Performance evaluation that
have not met the requirements of ISO 27001: 2022. Selected 4 main controls in 1SO
27001: 2022 that have been prioritized with 3 aspects. There are People controls and
Physical controls that have met the requirements based on 1SO 27001: 2022, while in
Organizational controls and Technological controls there are still several sub-controls that
have not met the 1SO 27001: 2022 requirements. There are 4 sub-clauses and 4 sub-
controls that are still unqualified, with 1 sub-clause each from Planning, 2 sub-clauses
from Support, 1 sub-clause from Performance evaluation, 1 sub-control from
Organizational controls, and 3 sub-controls from Technological controls.

After completing the prioritization and producing 4 annex clauses, recommendations
will then be made based on 3 aspects. Utilizes 3 aspects of recommendations, namely
people, process, and technology. There are types of recommendations in terms of Roles,
Responsibility, and Skill and awareness for the people aspect. There are types of policy
recommendations for the process aspect. There are types of recommendations for tools
and features for the technology aspect. This research only discusses recommendations for
designing an ISMS, not an evaluation of its implementation and results. It also increases
the knowledge of information security management for DT in small banks and provides
practical implications for the management of such organizations.
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